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Introduction

This guide clarifies key Trusted Research Environment (TRE) concepts and outlines the main steps and considerations for

data providers (those who intend to upload data into the TRE), based on how they plan to use the platform.

This guide includes:

Pg. 3-4

Pg. 5

Pg. 6-9

Pg. 10

Pg. 11

High-level illustration of the key components found in the DATAMIND TRE, clarifying terms and providing an outline of features and use-cases.

An overview of typical user journeys, illustrating the different ways in which the TRE can be used to meet your needs (and maximise the benefits).

Use these pages to explore each user journey in more detail (some may be more relevant to you).

Meet the team.

Learn how to find out more: FAQs & DATAMIND TRE team contact details.

The DATAMIND team will be happy to answer any of your questions about the TRE including your specific needs, other potential
benefits of using the TRE, costs involved, governance considerations and more - email: DATAMINDTRE@swansea.ac.uk



mailto:DATAMINDTRE@swansea.ac.uk

Key TRE Components

Element

Tenancy

Hub

e
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Description

What is it? Primarily a secure workspace for data providers to analyse their own data.
Used by data providers to run their own research projects (single or multiple projects).
Supports collaboration with approved partners, including projects across multiple data providers.
Access permissions: Set at project and/or folder levels; Users can only access datasets they are pre-approved for; Users can only perform approved
actions (e.g. view-only, edit, analyse).
Analytical environment: Pre-loaded with statistical software and database tools; A secure, self-contained space with no direct internet access, where
any data and/or outputs entering or leaving is subject to strict controls and approval.
Other uses
* Data archiving — secure storage where no analysis is performed.
* Data staging — data held unchanged during an embargo period (duration agreed with data provider if/when applicable) before onward sharing (via
Hub) or used within Tenancy as per above.
Third-party use: Normally through the Hub but can be made available on the Tenancy (as an exception) for projects using multi-modal data (e.g.

genomics or imaging) due to additional complexity of technical setup required.

What is it? Primarily provides controlled access to anonymised data for external researchers.
Hosted within the Secure Anonymised Information Linkage (SAIL) Databank at Swansea University, in partnership with DATAMIND.
Serves as the default platform for sharing data with third parties.
Data access follows the SAIL governance process, including:
* Project scoping
* Governance review

* Incorporation of data provider governance requirements where applicable.



Terms Used in This Guide
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Typical user journeys through the TRE
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“Research”

Provision of your data

\'%

Research & analysis in
your collaborative space

4

No sharing with
external third-party
researchers for public
benefit

See page 6
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“Research & Onward Share”

Provision of your data

\%

Research & analysis in
your collaborative space

\%

Sharing with
external third-party
researchers for
public benefit

See page 7

~

“Onward Share”

Provision of your data

\ 4

No research & analysis

\ 4

Sharing with
external third-party
researchers for
public benefit

See page 8

“Archive”

Provision of your data

\ 4

No research & analysis
No onward sharing

\ 4

Long-term storage
purposes only

See page 9



“Research” - User Journey Steps / Requirements

i

Governance & Funding

Establish funding arrangements
Direct / Grant. Important where access
is required to Tenancy (for research and
analysis) or Hub (for Linkage with other

datasets).

Sign Data Sharing Agreement (DSA)
Establishing the legal requirement and
ensuring data provider has the relevant
permission to upload the data into the

TRE.

e

Technical Setup

Requirements
Joint process to confirm data format,
size, upload schedule, analytical
environment / software needs and user
information.

Configuration
DATAMIND will setup the Tenancy
based on your requirements including
project layout, folders, permissions to
access each dataset, etc.
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Use of Tenancy

Data upload
One-off or multiple uploads over time,
either to add new datasets or refresh
existing (based on agreed schedule).

Utilisation of collaborative space
Provider makes use of analytical
environment for research / analysis
over agreed period.

Ongoing support + Helpdesk
DATAMIND assist with system access,
data uploads and issues alongside
dedicated helpdesk.

|

End of project

Data provider to advise, either:

Archive
All datasets to be archived.

OR

Onward sharing
Embargo period (if applicable) followed
by the transfer of an anonymized copy
of the datasets into the Hub.



“Research & Onward Share” - User Journey Steps / Requirements

i

Governance & Funding

Establish funding arrangements
Direct / Grant. Important where access
is required to Tenancy (for research and
analysis) or Hub (for Linkage with other

datasets).

Sign Data Sharing Agreement (DSA)
Establishing the legal requirement and
ensuring data provider has the relevant
permission to upload the data into the

TRE.

e

Technical Setup

Requirements
Joint process to confirm data format,
size, upload schedule, analytical

environment / software needs and user

information.

Configuration
DATAMIND will setup the Tenancy
based on your requirements including
project layout, folders, permissions to
access each dataset, etc.
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Use of Tenancy

Data upload
One-off or multiple uploads over time,
either to add new datasets or refresh
existing (based on agreed schedule).

Utilisation of collaborative space
Provider makes use of analytical
environment for research / analysis
over agreed period.

Ongoing support + Helpdesk
DATAMIND assist with system access,
data uploads and issues alongside
dedicated helpdesk.

»

Onward Sharing

Embargo period
A defined time when data is securely
stored but unavailable to others
(agreed with data provider if needed).

Data copied into Hub
Following Swansea University’s SAIL
governance procedures including
assurance on anonymisation of data.

Third-party access
Approved researchers apply to
access the data through a pre-agreed
process, following strict governance,
including review by the Information
Governance Review Panel (IGRP).
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Governance & Funding

Sign Data Sharing Agreement (DSA)
Establishing the legal requirement and
ensuring data provider has the relevant
permission to upload the data into the

TRE.

No need to establish funding
arrangements
In most cases there is no charge to load
your data directly into the Hub for
onwards sharing purposes only
(exceptions may be where data is of
certain complexity/size).

“Onward Share” - User Journey Steps / Requirements

»

Onward Sharing

Embargo period
A defined time when data is securely
stored but unavailable to others
(agreed with data provider if needed).

Data copied into Hub
Following Swansea University’s SAIL
governance procedures including
assurance on anonymisation of data.

Third-party party access
Approved researchers apply to
access the data through a pre-agreed
process, following strict governance,
including review by the Information
Governance Review Panel (IGRP).
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Governance & Funding

Establish funding arrangements
Direct / Grant. Important where access
is required to Tenancy (when the
storage needed is beyond a certain

capacity or for certain file types, etc.)

Sign Data Sharing Agreement (DSA)
Establishing the legal requirement and

ensuring data provider has the relevant

permission to upload the data into the
TRE.

ge%

“Archive” - User Journey Steps / Requirements

Technical Setup

Requirements
Joint process to confirm data format,

size, upload schedule etc.

Configuration

DATAMIND will setup the Tenancy

based on your requirements.

T

J

Upload & Archive

Data upload

Future
One-off or multiple uploads over time,
either to add new datasets or refresh

Onward sharing is still an option.
existing (based on agreed schedule).

Written confirmation will be required

for this to happen.
Onward sharing
Archive
All datasets to be archived.
No further actions to take place.

Archive remains in place.
Embargo period (if applicable) followed
by the transfer of an anonymised copy

of the datasets into the Hub.



The DATAMIND TRE Team

Helen Collis
SeRP/SAIL Operations Manager

Prof Ann John
Pl + Co-lead

Reece Labrom
SeRP/SAIL Operations Manager

Prof Simon Thompson
Co-lead

Neil Jenkinson
SeRP/SAIL Project Administration Officer

Dara Almeida Medina

Programme Manager

Julie Kennedy
SeRP/SAIL Business Manager

Chris Orton
SeRP & SAIL Head of Business
Development

Gilad Ravitz

Project Manager

Rachel Carpenter
SeRP/SAIL Business Operations Lead
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Find out more, and get in touch:
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° www.datamind.org.uk

e DATAMIND TRE FAQs

E ) eparaminbuk

Scan to explore

DATAMIND @ DATAMINDTRE@swansea.ac.uk
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